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1. Introduction
1.1 Wearecommitted to safeguarding theprivacy and accuracy of thepersonal data of
Our website visitors, serviceusers and email recipients.
1.2 This policy applies whereWeareacting as a Data Controller with respect to the
personal data of Our website visitors, serviceusers,email recipients and personal data
collected from public sources; in other words,whereWedetermine thepurposes and
means of theprocessing of thatpersonal data.
1.4 In this policy,“We”,“Us” and “Our” refer to Scala4 Solutions as – trading as
Scala4.For more information aboutUs, seeSection 12.
1.5 Reference to a Data Subjectmeans a natural person whosepersonal data is processed
by a Data Controller or a Data Processor, in other words,You.
2.HowWeuseYour personal data
2.1 In this Section 2 Wehave setout:
1. Thegeneral categories of personal data thatWemay process;2. in thecaseof personal data thatWedid notobtain directly, the sourceand specific categories ofthatdata;3. thepurposes for which Wemay process personal data; and4. the legal bases of theprocessing.



2.1.1 TheGeneral Categories Of Personal Data ThatWeM ay Process
2.1.1.1 UsageData

Wemay process data aboutYour useof Our websiteand services (“UsageData“).The
UsageData may includeYour IP address,geographical location,browser typeand version,
operating system,referral source, length of visit,pageviews andwebsitenavigation paths,
as well as information about the timing, frequency and pattern of Your serviceuse.The
sourceof theUsageData is GoogleAnalytics as well as Our analytics tracking system.
This UsageData may beprocessed for thepurposes of analysing theuseof thewebsiteand
services.The legal basis for this processing is Our legitimate interests,namely monitoring
and improving Our websiteand services,and tailoring any communication with You.
2.1.1.2 AccountData

Wemay process Your AccountData (“AccountData“). TheAccountData may
includeYour nameand email address.The sourceof theAccountData is You or Your
employer.TheAccountData may beprocessed for thepurposes of providing Our services,
ensuring the security of Our websiteand services,maintaining back-ups of Our databases
and communicating with You.The legal basis for this processing is theperformanceof a
contractbetween You and Us and/or taking steps,atYour request, to enter into such a
contract.
2.1.1.3 ServiceData

Wemay process Your personal data thatareprovided in thecourseof theuseof Our
services (“ServiceData“).TheServiceData may includename,email address and
telephonenumber.The sourceof theServiceData is You or Your employer.TheService
Data may beprocessed for thepurposes of providing Our services and communicating with
You.The legal basis for this processing is theperformanceof a contractbetween You and
Us and/or taking steps,atYour request, to enter into such a contract.
2.1.1.4 Enquiry Data

Wemay process information contained in any enquiry You submit to Us regarding
goods and/or services (“EnquiryData“).TheEnquiry Data may beprocessed for the
purposes of Us offering,marketing and selling relevantgoods and/or services to You.The
legal basis for this processing is consentwhich may bewithdrawn by You atany timeby
contacting Us.
2.1.1.5 Notification Data



Wemay process information thatYou provide to Us for thepurposeof subscribing to
Our email notifications and/or newsletters (“NotificationData“).TheNotification Data
may beprocessed for thepurposes of sending You the relevantnotifications and/or
newsletters.The legal basis for this processing is consentwhich may bewithdrawn by You
atany timeby contacting Us.
2.1.1.6 CorrespondenceData

Wemay process information contained in or relating to any communication thatYou
send to Us (“CorrespondenceData“).TheCorrespondenceData may includeYour name,
email address and thecommunication contentandmetadata associated with the
communication.Our websitewill generate themetadata associated with communications
madeusing thewebsite contact forms.TheCorrespondenceData may beprocessed for the
purposes of communicating with You and record-keeping.The legal basis for this
processing is Our legitimate interests,namely theproper administration of Our websiteand
business and communications with users.
2.1.1.7 Public Data

Wemay process information found on public social networking profiles (“Public
Data“).This data may includenameand job title.Public Data may beprocessed for the
purposes of offering,marketing and selling relevantgoods and/or services to Your
employer.The legal basis for this processing is Our legitimate interests,namely proper
administration of Our business.
2.1.1.8 Legal Claims Data

Wemay process any of Your personal data identified in this policy wherenecessary
for theestablishment,exerciseor defenceof legal claims,whether in courtproceedings or
in an administrativeor out-of-courtprocedure. (“Legal Claims Data”) The legal basis for
this processing is Our legitimate interests,namely theprotection and assertion of Our legal
rights,Your legal rights and the legal rights of others.
2.1.1.9 Professional UseData

Wemay process any of Your personal data identified in this policy wherenecessary
for thepurposes of obtaining or maintaining insurancecoverage,managing risks,or
obtaining professional advice. (“Professional UseData”).The legal basis for processing
Legal Claims Data is Our legitimate interests,namely theproper protection of Our
business against risks.



2.2 In addition to the specific purposes for which Wemay process Your personal data set
out in this Section 2,Wemay also process any of Your personal data where such
processing is necessary for compliancewith a legal obligation to which Weare subject,or
in order to protectYour vital interests or thevital interests of another natural person.
2.3 Pleasedo not supply any other person’s personal data to Us unless WepromptYou to
do so.
3.Sharing Your personal data withothers
3.1 Wemay discloseYour personal data to anymember of Our group of companies (this
means Our subsidiaries,Our ultimateholding company and all its subsidiaries) (together
known as “Group Companies”) insofar as reasonably necessary for thepurposes,and on
the legal bases, setout in this policy.
3.2 Wemay discloseYour personal data to Our insurers and/or professional advisers
insofar as reasonably necessary for thepurposes of obtaining or maintaining insurance
coverage,managing risks,obtaining professional advice,or theestablishment,exerciseor
defenceof legal claims,whether in courtproceedings or in an administrativeor out-of-
courtprocedure.
3.3 In addition to the specific disclosures of personal data setout in this Section 3,We
may discloseYour personal data where such disclosure is necessary for compliancewith a
binding legal obligation arising under EU law to which Weare subject,or in order to
protectYour vital interests or thevital interests of another natural person.Wemay also
discloseYour personal data where such disclosure is necessary for theestablishment,
exerciseor defenceof legal claims,whether in courtproceedings or in an administrativeor
out-of-courtprocedure.
4. International transfers of Your personal data
4.1 In this Section 4,Weprovide information about thecircumstances in which Your
personal data may be transferred to countries outside theEuropean Economic Area
(“EEA”).
4.2 Weand Our other Group Companies haveoffices and facilities in USA and South
Africa whereyour personal data may beprocessed. Transfers to USA and South Africa



will beprotected by appropriate safeguards included in our Terms of Contract for data
processing agreed between us and our USA and South African counterparts.
4.3 You acknowledge thatpersonal data thatYou submit for publication through Our
websiteor services may beavailable,via the internet,around theworld.Wecannotprevent
theuse (or misuse) of such personal data by others.
4.4 Our Website contains links to external Websites run by other organisations.This
privacy policy applies only to our Websites not thoseexternal Websites thatwe link to,who
will have their own privacy policies.Wearenot responsible for theseexternal Websites and
their privacy policies and practices. In addition, if you linked to our Website from an
external site,wecannotbe responsible for theprivacy policies and practices of theowners
and operators of thatexternal Websiteand recommend thatyou check theprivacy policy of
thatexternal site.
5.Retaining anddeleting personal data
5.1 This Section 5 sets outOur data retention policies and procedure,which aredesigned
to help ensure thatWecomply with Our legal obligations in relation to the retention and
deletion of personal data.
5.2 Personal data thatweprocess for any purposeor purposes shall notbekept for
longer than is necessary for thatpurposeor thosepurposes.
5.3 Notwithstanding theother provisions of this Section 5,Wemay retain Your personal
data where such retention is necessary for compliancewith a legal obligation to which We
are subject,or in order to protectYour vital interests or thevital interests of another
natural person.
6.Cookies
6.1 By using Our websiteand agreeing to this policy,You consent to Our useof cookies
in accordancewith the terms of Our CookiePolicy.7.TheRights ofData Subjects
7.1 In this Section 7,Wehave summarised the rights thatYou haveunder data protection
law.Someof the rights are complex,and notall of thedetails havebeen included in Our
summaries.Accordingly,You should read the relevant laws and guidance from the
regulatory authorities for a full explanation of these rights.



7.2 Your principal rights under data protection law are:
1. The right to be informed2. the right to access3. the right to rectification4. the right to erasure5. the right to restrictprocessing6. the right to object to processing7. the right to data portability8. Rights related to automated decision making including profiling9. the right to complain to a supervisory authority; and10. the right to withdraw consent.

7.2.1 TheRight to be Informed
This is the rightof Data Subjects to knowdetails regarding theprocessing of their data and
this information is included in this Privacy Policy
7.2.2 TheRightTo Access

You have the right to confirmation as to whether or notWeprocess Your personal
data and,whereWedo,access to thepersonal data, together with certain additional
information.Thatadditional information includes details of thepurposes of the
processing, thecategories of personal data concerned and the recipients of thepersonal
data.Providing the rights and freedoms of others arenotaffected,Wewill supply to You a
copy of Your personal data upon requestand within onemonth of verification of Your
identity (Wemay extend the timewithin which Wemustprovide the information by a
further two months if the request is particularly complex or if therearenumerous requests
andWewill letYou know if this is thecase.The firstcopy will beprovided freeof charge,
butadditional copies may be subject to a reasonable fee.
7.2.3 TheRight to Rectification

You have the right to haveany inaccuratepersonal data aboutYou rectified and,
taking into account thepurposes of theprocessing, to haveany incompletepersonal data
aboutYou completed. I f the request is accepted by Us, the rectification will be completed
within onemonth (may beextended by Us by a further two months if complex).

Wewill useall reasonableendeavours to notify any third party with whomwehave
shared thedata of any rectifications made.



7.2.4 TheRight to Erasure (also known as the“Right to beForgotten”)
In somecircumstances You have the right to theerasureof Your personal data

withoutunduedelay.Thosecircumstances include:
 thepersonal data areno longer necessary in relation to thepurposes for which they werecollected or otherwiseprocessed; You withdraw consent to consent-based processing; You object to theprocessing under certain rules of applicabledata protection law and there is noover-riding legitimate interest for continuing theprocessing; theprocessing is for directmarketing purposes; thepersonal data has to beerased to comply with a legal obligation; and thepersonal data havebeen unlawfully processed.

However, thereareexclusions of the right to erasure.Thegeneral exclusions include
whereprocessing is necessary:

 For exercising the rightof freedom of expression and information; for compliancewith a legal obligation for theperformanceof a public interest task or exerciseofofficial authority; for archiving purposes in thepublic interest, scientific research or historical purposes; or for theestablishment,exerciseor defenceof legal claims.
Wewill useall reasonableendeavours to notify any third party with whomwehave

shared thedata of any actioned erasure requests.
7.2.5 TheRight to RestrictProcessing

In somecircumstances You have the right to restrict theprocessing of Your personal
data.Thosecircumstances are:

 You contest theaccuracy of thepersonal data (Wewill restrictprocessing for a period enablingUs to verify theaccuracy of such data); processing is unlawful butYou opposeerasure; WhereYou haveobjected to theprocessing (where itwas necessary for theperformanceof apublic interest task or purposeof legitimate interests),andWeareconsidering whether Ourorganisation’s legitimategrounds override thoseof the individual; Weno longer need thepersonal data for thepurposes of Our processing,butYou requirepersonal data for theestablishment,exerciseor defenceof legal claims;
Whereprocessing has been restricted wemay continue to storeYour personal data.

However,Wewill only otherwiseprocess it: with Your consentor for theestablishment,
exerciseor defenceof legal claims; for theprotection of the rights of another natural or
legal person; or for reasons of importantpublic interest.

Wewill useall reasonableendeavours to notify any third party with whomwehave
shared thedata of any restriction placed on theprocessing of Your data.



7.2.6 TheRight to Object to Processing
You have the right to object to Our processing of Your personal data on grounds

relating to Your particular situation,butonly to theextent that the legal basis for the
processing is that theprocessing is necessary for:

 Theperformanceof a task carried out in thepublic interestor in theexerciseof any officialauthority vested in Us (including profiling); thepurposes of the legitimate interests pursued by Us or by a third party; directmarketing (including profiling); or purposes of scientific/historical research and statistics
I f You make such an objection,wewill cease to process thepersonal information

unless Wecan demonstrate compelling legitimategrounds for theprocessing which
overrideYour interests, rights and freedoms,or theprocessing is for theestablishment,
exerciseor defenceof legal claims.
7.2.7 TheRight to Data Portability

To theextent that the legal basis for Our processing of Your personal data is:
(a) consent; or
(b) that theprocessing is necessary for theperformanceof a contract to which You are
party or in order to take steps atYour requestprior to entering into a contractand
(c) such processing is carried outby automatedmeans,
You have the right to receiveYour personal data from Us in a structured,commonly used
andmachine-readable format.However, this rightdoes notapply where itwould adversely
affect the rights and freedoms of others.
7.2.8 Rights related to automated decision making including profiling

Wedo notuseautomated decision making (including profiling) when processing your
data.
7.2.9 Right to Complain



I f You consider thatOur processing of Your personal information infringes data
protection laws,You should firstcontactUs. I f You aredissatisfied with theoutcome,You
havea legal right to lodgea complaintwith a Supervisory Authority responsible for data
protection.You may do so in theEU member stateof Your habitual residence,Your place
of work or theplaceof thealleged infringement.
7.1.10 Right to WithdrawConsent

To theextent that the legal basis for Our processing of Your personal information is
consent,You have the right to withdraw thatconsentatany time.Withdrawal will not
affect the lawfulness of processing before thewithdrawal.To withdrawYour consent,
pleasecontactOur Us.
7.13 You may exerciseany of Your rights in relation to Your personal data by written
notice to Us.
8.Contacting Us concerning thecontents of this PrivacyPolicy
8.1 If Your query relates to this Privacy Policy or should you wish to exerciseoneof Your
Data Protection Rights as a Data Subject,You can contactUs in the following ways:
By post to Our registered office:
O.T.Bjanes vei 7b,
1352 Kolsås
Norway
By email at: john@scala4.com
By telephoneon: +47 900 82 311
9.Amendments to this policy
9.1 Wemay update this policy from time to timeby publishing a new version on Our
website.
9.2 You should check this pageoccasionally to ensureYou arehappy with any changes
to this policy.
9.3 Wemay notify You of changes to this policy by email.
This policy was lastupdated on 16th Octobe2019



Digital Marketing Service Providers
We periodically appoint digital marketing agents to conduct marketing activity on ourbehalf, such activity may result in the compliant processing of personalinformation. Our appointed data processors include:
(i) Prospect Global Ltd (trading as SoPro) Reg. UK Co. 09648733. Youcan contact SoPro and view their privacy policy here: http://sopro.io. SoPro areregistered with the ICO Reg: Z123456 their Data Protection Officer can be emailedat: dpo@sopro.io.


